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For more information
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The electrical grid is arguably the most essential

infrastructure in modern society since most critical sectors

are inherently contingent on reliable supply of electricity. As

the electrical grid becomes increasingly “smarter”—more

integrated with control systems, communication

technologies, and computer processing—it has also

become more vulnerable to both cyber and physical threats.

To aid in understanding the Navy’s needs, this team has partnered

with Navatek, an innovative naval engineering firm, to address

technical challenges associated with modernizing the electrical grid

under the funding of an Office of Naval Research Defense

University Research-to-Adoption grant. The goals for this task can

be broken down into three categories:

• Create a Digital Twin, a virtual representation of the physical

power system across its lifecycle that utilizes real-time sensor

data, to intelligently guard the physical system.

• Develop an Early Warning System, with artificial intelligence and

machine learning algorithms, to understand and detect when

and where a cyber and/or physical attack or component failure

is occurring and predict the resulting system behavior.

• It is well known that a strong workforce can lessen

vulnerabilities to critical infrastructure; therefore, a major goal of

this group is to develop the framework for an educational

model to cultivate a sustainable cyber-physical security STEM

workforce.

Project Details

Motivation

Electrical Grid Reliability, 
Resiliency and Security
Closing Gaps Between Technology and the Market
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The Automatic Network Guardian for Electrical (ANGEL) platform is a virtual replica of a physical system

utilizing real-time sensor data to update, adapt and evolve the model. Continuous two-way interaction

between the physical system and digital model, along with the digital twin’s real-time, physics-based

simulation, allows the physical system to constantly evolve to be self-healing.

• Assess system behavior over a range of 
operating conditions

• Simulate complex attack and defense 

strategies

• Direct cyber-physical system to mitigate 
component failures

• Visualize system performance in a human 
friendly way

The advent of the Internet of Things (IoT) sensors and controllers has created the opportunity to

monitor and control a smart grid in ways not previously thought possible. The digital twin expands

beyond the common modeling and simulation techniques by incorporating sensor feedback in the

simulation and feeding information from the simulation back into the physical system in real-time. This

two-way coupling is a key element to the digital twin infrastructure.
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The Future of Autonomous Smart Grids
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The Threat Identification and Task Analysis (TITAN) platform is a proactive early warning system that

runs in roughly real time which is used to detect spatial-temporal grid anomalies in the electrical grid

and strategize defense methods. Advanced learning algorithms that have been trained on known cyber-

physical attack strategies, as well as, the system’s behavior in a range of operating conditions, allow

TITAN to recognize potentially hazardous behaviors in an everchanging, dynamic environment.

• Devise defense strategies to cyber-physical 
attacks

• Profile coordinated attack threats targeting 
cyber-physical vulnerabilities

• Analyze spatial-temporal grid behaviors 
attributable to massive blackouts 

As the electrical grid becomes increasingly integrated

with control systems, communication technologies,

and computer processing, the number of

components connected to the grid has skyrocketed.

Without continuous analysis and proper monitoring,

the electrical grid becomes extremely vulnerable to

both cyber and physical threats. Taking advantage of

the new advances in artificial intelligence and

machine learning, an automatic system to identify

and report abnormal system behaviors associated

with issues ranging from routine component failures

to malicious attacks is being developed in order to

ensure that the smart grids of the future can operate

reliably, securely and with the utmost resilience.

Early Warning System TITAN
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Workshops Engaging URI Student Veterans

To outreach a broader audience, a three-day

workshop will be hosted in the new URI

Engineering building in the fall to bring industry,

academia, and government agencies together to

confront cyber-physical security issues.

A strong and talented workforce can lessen vulnerabilities to critical infrastructure; however, there is a

significant shortage of qualified professionals in the field of cyber-physical security particularly those

focused on modernizing the aging electrical grid. Therefore, this group is determined to develop the

framework for an educational model to cultivate a sustainable cyber-physical security workforce in the

STEM community.

This research group will work closely with the

Student Veterans Organization to develop

various activities centered on present and

potentially future global cyber-physical security

challenges.

Along with being a joint awardee with Navatek, an innovative

Naval Engineering research firm, this research team has

partnered with Southern New England Defense Industry

Alliance (SENEDIA) and National Institute for Undersea Vehicle

Technology (NIUVT) to promote workforce development in

this critical field.

Motivation

Strategic Partnerships

Workforce Development 
and STEM Outreach 

Building a Workforce to Combat Future Cyber-Physical Systems Security Challenges
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Dynamic Energy Management System (EMS)
• High penetration of intermittent renewable energy sources (RES);

• Mitigating the impact of RES uncertainty with energy storage system (ESS);

• Efficient energy management of ESS for microgrid (MG) economical operation.
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• Performance assessment based on a low voltage

MG network benchmark;

• Analysis with the consideration of demand

response polices and AC power flow constraints;

• Simulation results with power grid data from

California Independent System Operator

(CAISO).

• No requirement for modeling the system uncertainty;

• Deep recurrent neural network for one-step-ahead

state estimation and high-quality optimal value

function approximation.

Learning-based Solution

Evaluation and Validation

Economical 
Microgrid Operation

A Model-free Approach for Microgrid Energy Management
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Decentralized Active Response Solution

• EADR: Event-driven Automatic Demand Response

system for residential microgrids operation;

• Major Components: Event manager, computer

server, and local controllers.

• Concept and evaluation system for schedulable ability;

• Event analysis for simulating real dynamics of microgrids;

• Execute demand-declaration-approval-response process

among responsive executors (REs) and sub-entities in EADR

system.
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Manage the behaviors of energy generation, consumption and

storage considering uncertainties.

• Fit well with plug-and-play nature of residential resources;

• Flexible enough to adjust the operational strategies within a

short period;

• Fully exploit potential of residential resources to deal with

uncertainties;

• Online distributed algorithms to increase system reliability.

Schedulable Ability-based Interaction

Unique Features

Event-driven Automatic 
Demand Response

An Automatic Management System for Better Living in Residential Microgrids



We gratefully acknowledge the support from the Office of Naval Research. Any opinions, findings, and conclusions or recommendations expressed in this 
material are those of the author(s) and do not necessarily reflect the views of the Office of Naval Research.

• Data-driven/Model-free: No need for the

accurate DC microgrid model and parameters;

• Optimal Policy: Ideal operation of individual

converter under different conditions;

• Robustness: Noise resistance and uncertainty

tolerance.

Reinforcement Learning (RL) Structure

• Agent: The controller of each converter;

• Environment: Power flow information from

local and neighboring sensors;

• Action: The reference voltage posted to the

primary controller;

• Reward: Norm of voltage regulation error and

current sharing error.
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RL Structure

RL Implementation

• Players: All the controllers of converters

(agents) in DC microgrid;

• Actions: All the reference voltages posted to the

primary controllers;

• Objective: Minimize the local accumulated

reward such that no player can gain by a

unilateral change of actions if others do not

change their action schemes.

Advantages and Contributions

Game-based Decision Support

Reinforcement Learning for 
DC Microgrid Operation 

A Distributed Iterative Learning Framework for DC Microgrids
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Current Sharing and 
Voltage Regulation 

A Distributed Hybrid Control Method for DC Microgrid

Hierarchical Control Framework for DC Microgrid

• High Performance: Fast convergence and accurate

configuration under the discrete-time constraint on

cyber layer;

• Cost Efficiency: High demands on the information

transmission rate is no longer required;

• Resilient and Reliable: Plug-and-play capability and

robustness to the communication failures and attacks.

The DC microgrid with hierarchical control

framework is a typical cyber-physical system:

• Physical Layer: DC microgrid plant, which

evolves in continuous-time fashion;

• Cyber Layer: Embedded primary controller and

secondary controllers on chips, which manage

the communication and information process in

discrete-time fashion.

Advantages and Contributions


