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Brandon Catalan and Matthew Brady are cyber security professionals at iDEFENSE Security Intelligence, 
an organization owned by Accenture Security.  Their team’s expertise is determining if internet traffic is 
benign or malicious, and working with companies to protect their interests.  iDEFENSE Security 
Intelligence is focused on malware reverse engineering, creation of countermeasures, vulnerability 
discovery and mitigation, threat actor tactics and techniques, and intelligence analysis and collection.  
Both Brandon and Matt launched their careers as interns and began the briefing by sharing their 
advocacy of internship programs that give early career professionals a chance to prove themselves and 
launch their careers by providing highly valued working experience. 
 
There is still much confusion in the marketplaces as to the nature of the threats, the sources of cyber 
espionage and threats, what it means to any company, and then what to do about threats, once they 
are understood.  The reality is that cyber espionage is more of a threat now than it was 10 years ago, 
and we are all vulnerable targets. 
 
Cyber threats and espionage have been present since electronic systems began.  During the late 90s, 
cyber espionage was investigated and identified by Russia; it was the first-time cyber espionage was 
documented.  By 2003, the US has the first documented evidence of cyber espionage by the Chinese.  
The period that followed, up to 2013, was a period when the Chinese were aggressively exercising cyber 
espionage with the goals of designing and deploying countermeasures, leveraging others’ investment of 
R&D, and underbidding competitors globally by lowering or avoiding R&D costs.   
 
In 2013 the New York Times published a report that publicly identified China as a cyber threat, revealing 
what the country knew about the active cyber espionage practices and infiltration.  The public, for the 
first time, was able to see what China has been doing.  China immediately scaled back operations and 
abandoned the infrastructure they were using to gather intelligence.  In 2015, the Obama 
Administration struck a cyber agreement with China, involving commitments by both countries to stop 
stealing intellectual property, and to stop economic espionage.  It appeared at that time that China 
decreased their cyber espionage and the US saw a decrease in intelligence targeting. (We know now 
that China never stopped its cyber espionage; they just changed the means and tactics used to gain 
access and gather information.) 
 
Post the 2015 agreement, there was increased activity by Russia, Iran and North Korea, although it was 
understood that these countries had always be active in cyber espionage.  Up until 2016, Russia has 
practiced with “extreme surgical precision,” quietly stealing data and infiltrating data sources.  In 2016, 
they began instituting tactics that made it known to the world that they are executing cyber espionage 
and were force to be reckoned with.  Their presence was obvious to all who were looking.  Both Iran and 
North Korea have developed and continue to develop programs with assistance from foreign guidance 
and training.   
 
In general, if companies are working on new development or technology, an adversary is following them 
through social networking and other means.  Foreign countries leverage military sources, academia and 
private companies to acquire knowledge and data.  They leverage any connections they may be able to 
build in the U.S. that gives them access to intelligence and data.  Chinese companies in the U.S. can be 
fronts for Chinese Defense and Intelligence agencies.  Anyone can be a target, whether they have 



valuable data, or access to others who have data and intelligence.  Many examples of cyber espionage 
were shared with the audience.   
 
Brandon and Matt suggested there are simple countermeasures that can and should be employed to 
help with cyber security.  Some measures include: 

• Identifying high value programs and targets (as valued by an adversary); 

• Providing employee awareness training, since most employees can and will be targeted; 

• Implementing software and system patches and updates, as soon as they are available; 

• Blocking known Indicators of Compromise – malicious actors that can threaten an organization 
and their data/information.   

   
Brandon extended the offer for SENEDIA members to contact him through Accenture to address 
questions and/or concerns about cyber security and suspicious activity.   


