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Executive Summary 

This report explores the individual components of Rhode Island’s defense industry, highlights 

public policy areas of interest to the defense industry, and suggests cybersecurity opportunities for 

Rhode Island economic advancement. It is organized into four sections:  Baseline Data; Policy 

Priorities; Cybersecurity Opportunities; and Recommendations. 

Baseline Data: Rhode Island is home to longstanding government-sponsored defense entities such 

as the Naval Station Newport, the Naval War College, the Naval Undersea Warfare Center, and the 

Rhode Island National Guard.  These public sector assets are bolstered by a developed private 

sector industry of large defense manufacturing firms and smaller supply-chain companies. Taken 

together, these entities have contributed greatly to the state’s workforce development and 

economy.  

Public Policy Priorities: In order to foster further growth and economic contributions of the 

industry, the Southeastern New England Defense Industry Alliance (SENEDIA) has identified 

particular public policy priorities. These priorities include developing a strategic defense industry 

economic plan; reviewing the state’s tax and regulatory structure to identify ways to make it more 

competitive; exploring ways to mitigate energy cost  volatility for military sites in Rhode Island; 

advocating for the implementation of  existing law surrounding the Military Installation Fund; and 

supporting science, technology, engineering, and math (STEM) workforce development.  

Cybersecurity Opportunities: Rhode Island stakeholders should proactively address one of the 

nation’s top security threats—cyber-attacks on critical maritime infrastructure —by capitalizing on 

Rhode Island’s unique cyber-related assets. Rhode Island is fortunate to have a congressional 

delegation that is well-versed in cybersecurity policy, academic institutions that foster 

collaboration in addressing cyber threats, and various stakeholder groups that have already 

partnered to combat cyber threats. To make the most of these resources, Rhode Island should 

consider developing The Maritime Cybersecurity Center of Excellence, which would be a formal 

public-private partnership that would work with industry, academia, and government to find 

innovative and cost-effective solutions for national and international maritime cybersecurity needs 

of business and government.  

Major Recommendation:  Rhode Island should proactively analyze, vet and take other appropriate 

steps to capitalize on the opportunity to develop a Maritime Cybersecurity Center of Excellence. 
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Baseline Data 

Overview 

National security will always be a critical priority of the U.S. government. Rhode Island is currently 

well-positioned to contribute to national security needs, as it contains an impressive arrangement 

of public sector defense entities, private sector defense manufacturing and technology firms, and 

relevant infrastructure assets. These valuable resources continue to flourish under the leadership 

of Rhode Island’s active military and civilian government workforce. However, contemporary 

federal fiscal challenges continuously require policymakers to balance the need for security with 

other rising federal government expenditures.  Fiscal challenges will require enhanced strategic 

planning and analysis for the industry. 

In addition to national circumstances, Rhode Island is at a critical economic juncture. Recent 

economic development reforms demonstrate that the state is re-examining its approach to 

economic development and economic planning. For these reasons, the time is ripe for 

policymakers to gain an in-depth understanding of the component parts of Rhode Island’s current 

defense economy. Most importantly, stakeholders should use this opportunity to think 

strategically about the future of Rhode Island’s defense sector.   

The following baseline information outlines Rhode Island’s public and private sector defense 

resources. It provides an overview of recent research on the state’s defense industry, and 

additional demographic information from federal datasets. This section provides contextual 

information concerning the state’s existing defense related resources and research, which can be 

further analyzed for improvements or enhancements.  

Rhode Island’s Public Sector Defense Entities 

The Naval Station Newport  

The Naval Station (NAVSTA) Newport is the 

Navy’s predominant training location for 

officers, officer candidates, senior enlisted 

personnel and midshipman candidates. It also 

hosts a premier undersea warfare research and 

development center. There are 50 various 

commands located on NAVSTA Newport, 

employing approximately 5,800 military and 

civilian employees with an additional 17,000 

students annually passing through one of the 



NAVSTA Newport’s Mission: 

To be a world-class Center of Learning Excellence 

with the capacity to support the Navy’s mission by 

providing warfighters with education, training, 

Research, Development, Test and Evaluation 

(RDT&E) and deployment capability to meet today’s 

demands and exceed tomorrow’s expectations. 
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many schools on base. The majority of Naval leaders and senior decision makers attend at least 

one of the training commands at NAVSTA Newport. Among several other commands, NAVSTA 

Newport is home to the Naval Undersea Warfare Center (NUWC) and the Naval War College. 

Naval Undersea Warfare Center (NUWC) 

The Naval Sea Systems Command (NAVSEA), the 

largest of the United States Navy’s five system 

commands, maintains two warfare centers—one for 

undersea warfare and one for surface warfare. 

NAVSEA’s Naval Undersea Warfare Center (NUWC), 

is headquartered in Newport, Rhode Island.  NUWC 

has a division in Newport and maintains a second 

division in Keyport, Washington. While NUWC’s 

Newport Division is chiefly responsible for applied 

research and systems development, it has full life-

cycle responsibilities of submarines and underwater 

surface warfare systems including: science and technology research, technology development, 

systems acquisition support, and fleet support.   

NUWC’s Newport Division stems from a long history. Newport was previously home to several 

Navy-related research and development centers over the past century and a half, including the U.S. 

Naval Torpedo Station (activated in September of 1869),  the Naval Underwater Ordinance Station 

(activated in 1951), and the Naval Underwater Systems Center (activated in the 1970s), the 

predecessor of the current organization.  

Naval War College 

One of the nation’s most prestigious government educational institution is the Naval War College. 

It was established in 1884 in Newport, Rhode Island to be a “place of original research on all 

questions relating to war and to statesmanship connected with war, or the prevention of war.” Its 

initial charge was to provide an advanced course of professional study for naval officers, and has 

grown into the United States’ premier Professional Military Education Institution. Its current 

missions include educating and developing leaders; supporting future Navy and associated roles 

and missions; supporting combat readiness; and strengthening global maritime partnerships.  

The War College graduates approximately 600 students per year from its one-year resident 

program, and 1,000 students per year from its distance education program.  Since 1885, over 

50,000 students have graduated from the War College. Graduates earn a Joint Professional Military 

Education (JPME) credit and either a diploma or a master’s degree in National Security and 

Strategic Studies. In addition there are two International programs at NWC for foreign military 

students that directly support developing robust global maritime partnerships. 



NUWC’S Mission: 

To operate the Navy’s full-spectrum research, 

development, test and evaluation, engineering, 

and Fleet support center for submarines, 

autonomous underwater systems, and offensive 

and defensive weapon systems associated with 

underwater surface warfare and related areas of 

homeland security and national defense. 
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The War College also contains a Center for Naval Warfare Studies, which includes departments 

such as strategic research and development; international law; maritime history; war gaming; and 

warfare analysis and research. The Strategic Research department of the Center also includes a 

China Maritime Studies Institute, which was established in 2006 to conduct research on the 

maritime dimensions of “China’s rise” in topics such as energy, global commerce, law of the sea, 

maritime technologies, merchant marine, naval development, naval diplomacy, and shipbuilding.  

Also hosted at the Naval War College is the Chief of Naval Operations (CNO) Strategic Studies Group 

(SSG).  On an annual basis, a select group of Navy senior leaders generates revolutionary and 

innovative naval warfare concepts. The SSG is tasked only by and reports directly to the CNO. 

Rhode Island National Guard  

Rhode Island maintains an Air National Guard, as well as an Army National Guard. The Rhode Island 

Air National Guard is divided into four entities:  

 102d Information Warfare Squadron,  

 143d Airlift Wing, 

 281st Combat Communications Group, and  

 282d Combat Communications Squadron.  

The 102d Information Warfare Squadron is an Air Combat Command unit that provides Computer 

Network Defense services, including protecting, monitoring, analyzing, detecting, and responding 

to unauthorized activity within the Department of Defense’s information systems and networks. 

The 143d Airlift Wing provides combat airlift and combat support forces, including tactical airlift 

forces which deliver passengers and cargo by airdrop extraction globally. The 281st Combat 

Communications Group contains three Combat Communications Squadrons (CBCSs) and two 

Engineering and Installation Squadrons (EISs). The CBCSs install, operate, and maintain equipment, 

while the EIS engineer, installs, removes and relocates intelligence and surveillance systems. 

Similarly, the 282d Combat Communications Squadron supports RI state authorities with organized, 

equipped forces to assist with the preservation of Rhode Island’s public safety.  

The Rhode Island Army National Guard has a force of over 2,500 men and women serving in entities 

such as the:  

 Joint Force Headquarters 

 43rd Military Police Brigade 

 56th Troop Command 

 Special Operations Detachment-Global 

 RI Medical Command 
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The Joint Force Headquarters controls the major elements of the overall Rhode Island Air and Army 

National Guard. It also controls joint task forces that may be formed during state emergency 

situations. The 43rd Military Police Brigade exercises command and control over the 118th Military 

Police Battalion and its three separate Military Police companies. It also oversees a medium truck 

company. Headquartered at the Fogarty Armory in East Greenwich, Rhode Island, the 56th Troop 

Command provides command and control to an assortment of RI Army National Guard units. 

Located in Coventry, Rhode Island, the Special Operations Detachment-Global, supports the United 

States Special Operations Command (USSOCOM) in the planning, directing, and executing of special 

operations in the conduct of the global war on terror. Lastly, the Rhode Island Medical Command 

of the Rhode Island National Guard is located in Warwick, Rhode Island, and is responsible for 

planning, organizing, and training peacetime and post-mobilization missions.  

Rhode Island’s Private Sector Defense Companies 

In addition to the substantial public, or government-funded defense-related entities listed above, 

Rhode Island is home to many long-established companies that contribute to U.S. national security 

through the production of goods and services. Not only do these companies contribute to the 

United States’ national defense mission, they make vital contributions to Rhode Island’s economy 

and workforce. Rhode Island’s defense industry private sector represents a diverse array of global, 

multi-industry corporations, and smaller, or mid-size supplier companies.  

Large Corporations 

Major defense-related corporations with a Rhode Island presence are Textron Inc., General 

Dynamics, and Raytheon. While these three companies range in size and industry niche, each of 

them substantially contributes to Rhode Island’s defense economy. 

Textron Inc. 

Providence, Rhode Island is the headquarters of U.S.A. Textron, which, according to the FORTUNE 

500 list, is the 225th largest U.S. company. Globally, Textron employs over 33,000 individuals. There 

are five main segments in Textron’s “global network of business,” including: Bell Helicopter, 

Textron Systems, Cessna, Industrial, and Finance.  Bell Helicopter is one of the top suppliers of 

helicopters and related spare parts and services in the world. More than one-third of all operational 

helicopters (including military and commercial) are Bell Helicopters. Textron Systems, the second 

segment, has its headquarters in Providence, RI and develops unmanned aircraft systems, 

advanced marine craft, armored vehicles, intelligent battlefield and surveillance systems, 

intelligence software solutions, precision smart weapons, piston engines, and other testing and 

training systems. The third segment, Cessna, leads general aviation through aircraft sales (Citation 

jets, Caravan single-engine utility turboprops, etc.) and aftermarket services (parts, scheduled 

maintenance, inspection, repair, etc.). Textron’s Industrial segment offers product lines such as 
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fuel systems, turf care, and manual and powered professional tools and equipment. Lastly, Textron 

Finance, provides financing solutions for entities interested in purchasing Cessna aircraft, Bell 

helicopters, and other Textron products. In addition to these business segments, Textron recently 

announced a new joint venture called Textron AirLand, which has developed a new military twin-

jet aircraft entirely focused on defense aviation markets.  

 

In 2012, Textron’s revenues exceeded $12.2 billion—over half of which was derived from the 

combination of the Bell Helicopter and Cessna general aviation business segments. In terms of its 

military contributions Textron’s Bell-Boeing partnership resulted in the delivery of 39 V-22s to 

branches of the U.S. armed forces. Furthermore, Bell is also currently replacing and refurbishing 

the U.S. Army’s Kiowa Warrior fleet (a form of heavily used aircraft for the harshest battle 

conditions). The Textron Systems, headquartered in Providence RI, segm also pursued and won 

some of the most prominent defense contracts, including a contract to develop the Navy’s Ship-to-

Shore Connector program, which will lead to more modernized shoreline landing for the U.S. Navy 

and Marine Corps. Similarly, Textron Systems is also working on a U.S. Army contract for 45 new 

unmanned Shadow aircraft systems. Among many other contracts, in 2013, Bell Helicopter’s Bell 

V-280 Valor, was selected by the U.S. Army for its Joint Multi-Role Technology Demonstrator 

program.  

General Dynamics 

Another large corporation with a substantial Rhode Island footprint is General Dynamics. General 

Dynamics’ primary customer is the U.S. Department of Defense and intelligence community, and 

in 2012 received over $17.2 billion in revenues from U.S. Department of Defense contracts. General 

Dynamics is organized into four business categories: Aerospace, Combat Systems, Information 

Systems, and Technology and Marine Systems. One of General Dynamic’s Marine Systems 

businesses is Electric Boat, a company with two Rhode Island locations (Quonset Point and 

Middletown). 

Since 1899, Electric Boat has been designing, constructing, and providing lifecycle support for U.S. 

Naval submarines. While its primary operations are located in Groton, Connecticut, its Rhode Island 

locations are an automated hull-fabrication and outfitting facility at Quonset Point, and a Newport 

Engineering Office in Middletown.  

Established in 1973, the Quonset Point facility contains manufacturing, outfitting, and modular-

construction capabilities. In particular, data from Electric Boat’s Groton operation is delivered 

electronically to Quonset’s Automated Steel Processing Facility, so that digitally-controlled 

machines may manufacture individual submarine components. Furthermore, the Quonset facility 

is where submarine hull cylinders are outfitted with tanks, propulsion, piping, and other equipment 

before they are transmitted to Groton or Newport News, Virginia.  
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Alternatively, Electric Boat’s Newport Engineering Office (NEO) in Middletown, was established in 

1982 to provide engineering for ballistic missile submarines, cruise missile submarines, and the 

Virginia Class of submarines. The Middletown office pursues engineering services related to 

systems, subsystems, software, hardware, documentation, facilities, configuration management, 

and integrated logistics support.  

Raytheon 

Raytheon is a global defense and aerospace company with four business segments: Integrated 

Defense Systems; Intelligence, Information, and Services; Missile Systems; and Space and Airborne 

Systems. While Raytheon’s corporate headquarters is in Waltham, Massachusetts, its Integrated 

Defense Systems business segment maintains a large operation in Portsmouth, Rhode Island. In 

2012, Raytheon’s total net sales to the U.S. Government were $17.9 billion. Raytheon’s principal 

U.S. Government customer is the U.S. Department of Defense.  

Integrated Defense Systems has four principal product lines: Global Integrated Sensors; Integrated 

Air and Missile Defense; Command, Control, Communications, Computers and Intelligence (C4I); 

and Seapower Capability Systems. Global Integrated Sensors produce theater-based, advanced 

sensor systems for customers including the U.S. Army and Air Force. Integrated Air and Missile 

Defense provides air and missile defense systems (i.e. the Patriot Air and Missile Defense System) 

for customers including the U.S. Army. Command, Control, Communications, Computers and 

Intelligence is primarily focused on air traffic management technology and sensors and 

communications gear for underwater and cyberspace territories.  

Lastly, Seapower Capability Systems—which is the product line primarily pursued at Rhode Island’s 

Portsmouth facility—provides and integrates naval combat management, airborne anti-submarine 

and mine warfare, and integrated ship systems. Seapower is also a provider of sensors, maritime 

naval navigation systems, and torpedoes for the U.S. Navy, and is a prime contractor for the Navy’s 

Zumwalt-class destroyer program (DDG 1000 combat system).  

Small/Midsize Suppliers 

The Rhode Island presence of these three large defense manufacturing companies is bolstered by 

an array of smaller, yet pivotal, supply chain companies throughout the state. These include, but 

are not limited to: 

 Propel LLC is a textile company based in Pawtucket, Rhode Island. A woman-owned small 

business founded in 2006, Propel is focused on the development, sales, and marketing of 

textile driven technologies and products. Propel’s primary customers are in fire service and 

military markets. 

 Applied Radar, Inc., based in Quonset Industrial Park in North Kingstown, Rhode Island, is a 

developer of advanced radar, electronic sensing, and advanced antenna systems for 
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military and commercial customers. In particular, Applied Radar provides the U.S. military 

with digital radar systems, frequency conversion products, and a variety of radio frequency 

receiver systems.  

 4E - Eagle Electric Engineering Enterprise is located in Westerly, Rhode Island.  Eagle Electric 

Engineering Enterprise was established in 1984, and is a full service, engineering design, 

manufacturing, and consulting firm specializing in sectors such as the printing press, 

electrical, and automation.  

 HCH Enterprises, located in Providence, Rhode Island, is an integrated technology solutions 

firm that has been awarded contracts by the government for enhanced systems, 

networking, and information security. HCH provides a total solutions approach that 

encompasses everything from business process analysis to design and implementation of 

the recommended technology. 

 A2B Tracking Solutions, based in Portsmouth, Rhode Island, provides products that identify, 

mark, and track critical assets in highly regulated environments. The U.S. Department of 

Defense has hired A2B Tracking as its largest Item Unique Identification program provider, 

and its leading provider of systems designed to track mission-critical assets. A2B’s tracking 

software is web-based and cloud-enabled.  

 SEA CORP, based in Middletown, Rhode Island, offers systems engineering, advanced 

software services and products, test and evaluation services and innovative technology 

research and development to a broad range of clients within the defense and 

manufacturing industries. 

 PURVIS Systems, located in Middletown, Rhode Island, delivers high-quality technology and 

communications services and systems to public safety, U.S. defense, public sector and 

federal organizations to help them achieve and maintain high performance. 

Existing Infrastructure Assets 

The Quonset Development Corporation (QDC)—a quasi-public agency established under the Rhode 

Island General Laws—is another unique Rhode Island asset. The QDC was created in 2004 as a real 

estate development and management company, to provide, promote, and encourage the 

preservation, expansion, and sound development of new and existing industry, business, and 

commerce to support diverse employment opportunities in the state of Rhode Island. It is governed 

by an 11-member board of directors, which is currently chaired by the Executive Director of the 

Rhode Island Economic Development Corporation. 

Quonset is a critical economic development asset, in that it is a 3,207 acre facility with pre-

permitted real estate for sale or for lease, conveniently located near the Port of Davisville, rail 

service, the Quonset Airport, and Interstate 95. Quonset is already home to defense-related public 

and private entities, such as the RI Air National Guard’s 143d Airlift Wing, the RI Army Aviation 
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Support Facility Army National Guard, the U.S. Naval Sea Cadet Corp, and the U.S. Coast Guard. 

Private sector defense-related entities such as Applied Radar, Banneker Industries and Electric 

Boat, are also located at the QDC.  

Similarly, Rhode Island is also home to the Port of Providence (ProvPort), which is a strategically-

located, non-profit, public-private port facility located at the convergence of Narragansett Bay and 

the Providence River. ProvPort is approximately 105 acres, contains 6 berths and one of New 

England’s only deep water operations, and offers more than 300,000 square feet of onsite, secure 

warehousing adjacent to pier face, on-dock rail lines, and Interstate 95.  

Rhode Island Defense Industry Research 

Over time, there have been various studies and reports relating to Rhode Island’s defense industry, 

the most recent of which was a November 2012 joint study—The New England Defense Industry: 

Current Profile and Economic Significance, Rhode Island Summary— funded in part by the Rhode 

Island Economic Development Corporation and the Newport County Chamber of Commerce.  Also, 

in February 2012, the Southeastern New England Defense Industry Alliance (SENEDIA) and the 

Rhode Island Governor’s Workforce Board Industry Partnership Program, commissioned a report 

on Rhode Island’s defense industry workforce issues, titled the Rhode Island Defense Industry Skill 

Gap Study. The summaries and highlights of these two reports are outlined below. 

The New England Defense Industry: Current Profile and Economic Significance, Rhode Island 

Summary 

This report provided an overview of top defense industry sectors, products and services, major 

corporate and institutional contractors, and concluded by estimating the economic impact of 

defense in Rhode Island. It concluded that Rhode Island’s defense industry contributes over 12,000 

jobs and $1.7 billion in total economic impact. It predominantly relied on data from 

www.USAspending.gov, which is a searchable public database of federal contract awards.  

Some of the critical findings of this study are: 

 The U.S. Department of Defense is the top federal contracting agency to Rhode Island; 

 Rhode Island’s defense industry is dominated by technology-intensive sectors; 

 Rhode Island is a provider of advanced defense technology products; 

 Defense agencies purchase smaller quantities of highly specialized R&D services from 

Rhode Island vendors; and 

 The top services sold in Rhode Island through defense contracts are based on specialized 

professional and technical expertise in trade-related skills. 
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This study also cataloged defense work performed in Rhode Island by out-of-state vendors, 

reviewed the role of higher educational institutions, and estimated local, state, and federal tax 

revenue generated by defense contracts in Rhode Island. This study contributed to the public 

understanding of the industry’s Rhode Island impact—particularly as it relates to federal defense 

contract obtainment.  

Rhode Island Defense Industry Skill Gap Study 

This report provided an overview of the defense industry’s top workforce challenges, workforce 

demographics such as occupational openings, hiring projections, skills gaps, recruitment channels 

and training, regional education trends, and opportunities moving forward. In particular, 

interviews and surveys conducted for this report found that the top skill gaps for Rhode Island’s 

defense sector are: technical writing; experience with shipboard environments and unique defense 

systems; and developing the skills to communicate and collaborate with customers. 

This report ultimately categorized six “high impact” areas for action moving forward: 

 Collaborate to offer increased and enhanced professional development for current 

employees; 

 Partner with educational institutions to support engineering pipeline and recruitment 

programs;  

 Develop an organized internship program to increase the quantity, quality, and visibility of 

defense internships; 

 Enhance community college manufacturing educational programs to prepare more 

students for advanced manufacturing; 

 Collaborate with colleges, universities, workforce development partners, and services for 

transitioning veterans into defense careers; and 

 Facilitate forums to improve STEM and innovation education in K-16.  

Among other benefits, this Skill Gap Study directly contributed to the work of the Governor’s 

Workforce Board Industry Partnership Program, SENEDIA, and its industry partners.  

Additional Research 

Private Sector Defense Industry Demographics 

As indicated previously, Rhode Island’s private sector defense companies are spread throughout 

various U.S. Census-defined categories, many of which are in the manufacturing sector. However, 

federal data does allow one to discern the extent to which various industries are supported by the 

presence of federal military spending in a specific location.  
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According to the United States Census Bureau’s North American Industry Classification System, 

there are two industry classifications in Rhode Island that receive disproportionate amounts of 

federal defense spending. These classifications are: other transportation equipment 

manufacturing; and computer and electronic product manufacturing.  

The U.S. Census Bureau defines other transportation equipment manufacturing as an industry that 

“comprises establishments primarily engaged in manufacturing transportation equipment (except 

motor vehicles, motor vehicle parts, boats, ships, railroad rolling stock, aerospace products, 

motorcycles, bicycles, armored vehicles, and tanks).”  The Census defines computer and electronic 

product manufacturing as industries “that manufacture computers, computer peripherals, 

communications equipment, and similar electronic products, and establishments that manufacture 

components for such products.”  

Chart 1 illustrates intermediate inputs for federal defense spending. For every dollar of output in 

federal defense spending in Rhode Island in 2012, 5.6 percent (or approximately 6 cents), will flow 

into the other transportation equipment manufacturing industry. Of U.S. Census-categorized 

industries, this is the industry with the highest intermediate demand (other than the Federal 

Military categorization, which is 

outlined in the prior section). 

The computer and electronic 

product manufacturing industry 

received the next highest level of 

inputs (4.8 percent in 2012). 

Both industries are anticipated 

to increase in their share of 

intermediate demand for federal 

defense purposes through 2020. 

This information suggests that 

these two private sector industries in Rhode Island have a greater stake in defense industry 

spending than other industries. This conclusion is bolstered by the findings of the The New England 

Defense Industry: Current Profile and Economic Significance, Rhode Island Summary report, which 

identified these two industries in its “Top Rhode Island Defense Subsectors by Contract Value” 

table (p. 5). 

Various studies have concluded that manufacturing, specifically defense manufacturing, have 

predictable, direct, and indirect impacts on local economies, commonly referred to as a multiplier 

effect. For example, a 2007 defense industry study in Massachusetts found that every dollar that 

went to defense contractors generated an additional $0.61 in spending. Similarly, a more recent 

analysis by the National Association of Manufacturers, found that for manufacturing in general, for 
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every dollar spent in manufacturing, another $1.48 is added to the economy (which is the highest 

multiplier of any BEA economic sector).  

It would be prudent to analyze various relevant regional industry economic multipliers for output, 

earnings, and employment, to identify which defense-related multipliers are highest, or where the 

return on investment of resources is greatest. This would assist the development of a long-term 

economic plan to support and assist defense manufacturers in Rhode Island. 

Summary 

An examination of Rhode Island’s existing public and private sector defense attributes and 

infrastructure assets suggests that the defense industry is fundamental to Rhode Island’s economic 

development.  With public and infrastructure assets such as the Naval Undersea Warfare Center, 

the Naval War College, a vibrant National Guard, miles of coastline, and two critical ports, Rhode 

Island has the physical and workforce capacity to continue to grow its defense economy. Moreover, 

the state’s impressive list of large- and small-defense manufacturing and technology firms are 

important consumers and capital providers that keep the defense economy thriving.   

While some research has been conducted on various aspects of Rhode Island’s defense economy—

such as the economic impact of federal contracts, or the existing skill gaps—the importance and 

complexity of the industry requires further analysis regarding how the industry can best position 

itself moving forward.   
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Public Policy Priorities 

Overview 

Since Rhode Island’s public and private sector defense-related assets are broad and diverse, they 

require coordinated support through coalitions and public policy. Through executive and legislative 

branches, Rhode Island state government has historically had a role in the development of defense-

related policy. The defense and marine industries have long been key industry sectors monitored 

by the Rhode Island Economic Development Corporation. Additionally, the Governor—through the 

Governor’s Workforce Board—established a Defense Industry Partnership for the purpose of 

developing workforce-related defense industry policies. Moreover, the Rhode Island General 

Assembly developed a special legislative commission—the Defense Economy Planning 

Commission, to review the state’s defense economy.  

For over a decade, the defense industry has been represented in these various policy capacities by 

a non-partisan, non-profit trade association called the Southeastern New England Defense Industry 

Alliance (SENEDIA). This section provides an overview of SENEDIA’s functions, and provides 

suggestions for policy-related improvements.  

In 2002, SENEDIA was established to coordinate efforts by the region’s 

defense-related companies and elected leaders to prepare for the 

Base Realignment and Closure (BRAC) process of 2005. Its members 

are located across Southeastern New England from Cape Cod through 

the Groton/Hartford area, though the majority of members are in 

Rhode Island. SENEDIA is governed by a Board of Directors, which 

represents large defense firms, smaller supply-chain companies, and 

non-profit institutions.  

Led by an Executive Director, the organization represents small and 

large businesses, as well as individuals—all of which have an interest in the U.S. Department of 

Defense and the Department of Homeland Security. SENEDIA’s main functions are to:  

 Advocate for policies and legislative initiatives that will positively affect the welfare of 

regional military installations and other defense and federal installations;  

 Provide elective officials with information necessary to fully represent the positions and 

needs of their constituents; 

 Enhance the relationships between the local communities, their elected representatives, 

and federal government entities such as the Department of Defense; and 

 Inform and educate the citizens of Southeastern New England on the critical importance of 

the defense industry’s impact on the regional economy.  



SENEDIA’s mission is 

to champion, preserve, 

and protect the interests 

of the defense industry 

in Southeastern New 

England. 
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SENEDIA partners with other Rhode Island-based community organizations to further its mission, 

such as the Rhode Island Governor’s Workforce Board and its Defense Industry Partnership, the 

Rhode Island Defense Economy Planning Commission, the Rhode Island Economic Development 

Corporation, the National Contract Managers Association, and Rhode Island universities and 

Chambers of Commerce chapters.  

Specifically, in 2012-2013, SENEDIA advocated for defense-related legislation relating to 

manufacturing incentives and a Rhode Island state matching grant to Small Business Innovation 

Research (SBIR) and other national innovation-based grants through legislative testimony and 

coalition building. It also led the Governor’s Workforce Board Defense Industry Partnership, which 

works with the Rhode Island Department of Labor and Training, the Newport County Chamber of 

Commerce, representatives from Newport, Middletown, and Portsmouth, and the Rhode Island 

STEM Center to administer a skill gap study, an internship program and additional educational and 

outreach events with stakeholders.  

SENEDIA has also been actively involved in reinvigorating the Rhode Island Defense Economy 

Planning Commission, which was created in 2010 by the Rhode Island General Assembly to 

promote recommendations on policies that would strengthen the state’s defense economy.  

Policy Priorities 

Though Rhode Island’s defense industry is currently able to provide citizens of the state with high-

paying, high-skill employment opportunities and billions in annual economic impact, there will 

always be a need to improve the industry’s economic environment, especially in the current 

environment of declining defense budgets and federal sequestration. On a state level, Rhode Island 

has continued to face significant business climate challenges such as heavy tax burdens and 

complex, unreliable regulatory processes. Federally, among other challenges, fiscal budget 

constraints have the potential to jeopardize future defense investment. These weaknesses and 

future threats require a clear identification of Rhode Island’s defense industry policy priorities. 

Priority 1: A Strategic Defense Industry Economic Plan 

Current Status  

Rhode Island does not currently have a consensus-based economic development plan that focuses 

on the state’s industrial sectors. However, Rhode Island was recently successful at obtaining a 

Federal Partnership for Sustainable Communities Grant through various federal agencies, and is in 

the process of using this grant to develop a “RhodeMap RI,” which is a plan to focus on six key 

areas: social equity and community engagement; economic development; housing; growth 

centers; technical assistance and capacity-building; and implementation.  
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Similarly, the 2013 legislative session resulted in enacted legislation (House Bill 6069 Sub A and 

Senate Bill 712 Sub A) addressing Rhode Island’s lack of a comprehensive economic development 

plan. This enacted proposal calls for the creation of a diverse Economic Development Planning 

Council to develop an economic vision and corresponding implementation plan, which is to be 

adopted by policymakers at the beginning of each gubernatorial administration.  

While it is critical that the economic development component of the RhodeMap RI process and the 

upcoming Economic Development Planning Council process incorporate defense industry input, a 

more detailed, industry-specific economic plan is needed to help identify specific goals and 

objectives for the future. In particular, this plan would be helpful for stakeholders to understand 

the industry’s individual component parts and their interrelationships. 

Moving Forward 

Under SENEDIA’s leadership, Rhode Island’s defense industry could commission an industry-

specific economic, demographic, and planning analysis. This analysis would catalog which 

companies currently and historically have contributed to the state’s defense industry. It could 

provide a detailed analysis of the industry activity that is occurring, so that appropriate types of 

data can be classified and analyzed. For example, without a comprehensive list of which companies 

operate in Rhode Island’s private sector defense industry, this analysis cannot classify the industry 

by federal standards (i.e. NAICS code), and, therefore, accurately reflect the industry’s overall 

economic output and multiplier effect. Planning for the short- and long-term requires knowledge 

of the data surrounding the industry’s public and private sector economic output, multiplier effect, 

and employment trends. 

Once this data is analyzed, the industry can develop a data-driven strategic plan coordinating the 

interests of public and private sector defense assets in Rhode Island. This plan should be based on 

historical strengths and weaknesses; set short- and long-term goals and measureable benchmarks; 

and be renewed on a regular basis. It should also identify economic opportunities related to the 

intersection of the defense sector and other Rhode Island industry sectors. This process of data 

analysis and planning will lead to a more thoughtful, coordinated approach to defense-related 

policies.  

 

Priority 2: Rhode Island Tax and Regulatory Reform 

Current Status  

Rhode Island consistently ranks poorly in national business climate rankings, particularly in tax and 

regulatory burden categories. Not only does Rhode Island levy high tax rates, its tax preferences 

are not competitive with other states. In terms of the defense industry, these heavy tax burden 

concerns manifest in three main tax policy areas. 
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First, Rhode Island’s state business corporation tax rate of 9.0 percent is the highest in New England 

and the 6th highest in the country, putting the state at a competitive disadvantage. Only Alaska (9.4 

percent), Illinois (9.5 percent), Iowa (12.0 percent), Minnesota (9.8 percent), New Jersey (9.0 

percent) and Pennsylvania (9.9 percent) have equal or higher top rates. During the 2013 legislative 

session, Governor Chafee’s proposed FY 2014 budget did promote lowering Rhode Island’s 

corporate income tax rate from 9.0 to 7.0 over time, but this proposal was ultimately not adopted. 

Second, a provision of the adopted FY 2014 budget has the potential to negatively impact the 

state’s manufacturing and defense industry. In particular, Article 9 of the budget contained a 

provision requiring all corporations add back into their Rhode Island taxable income any amount 

deducted under the federal Domestic Production Activities Deduction (Internal Revenue Code 

Section 199). In other words, this Domestic Production Deduction was disallowed in 

determinations of Rhode Island taxable income. It is anticipated that this change in tax preferences 

will cause a significant financial strain on Rhode Island’s manufacturing firms.  

Lastly, Rhode Island’s tax preferences, in the form of credits, exemptions, and deductions are often 

not competitive with those of other states. Other states’ economic development organizations 

offer wide arrays of incentives, some of which are post-performance (meaning they are provided 

to firms after investments have already been made), to retain and attract industry. These incentives 

play an important role in cost-of-doing-business decisions. 

In terms of regulatory burden, while Rhode Island has made great strides with its creation of the 

Office of Regulatory Reform (ORR), there is still room for improvement in streamlining local and 

state regulations. A recent regulatory “Look Back” report echoed this finding and urged increased 

business community participation in the regulatory reform review process. 

Moving Forward 

Since the corporate income tax rate is one of the most burdensome taxes levied on defense firms 

in Rhode Island, the industry could work with other industries to promote a corporate tax rate 

reduction so that Rhode Island’s rate is more competitive regionally. Similarly, another measure 

that would make the industry’s tax burden more competitive would be to remove the provision 

that disallows the Domestic Production deduction when calculating state income.  

Moreover, it would be encouraging if the state were able to offer competitive economic 

development tax incentives—which given recent history, should be offered on a post-performance 

basis. One such incentive offering, popular in states such as New Jersey, was introduced into the 

FY 2014 budget process in Rhode Island, but was subsequently removed. This proposal would have 

established a manufacturing industry revitalization program for companies interested in 

undertaking major capital investments in Rhode Island. If a company meets program requirements, 

the state’s economic development organization may authorize reimbursements (not to exceed the 

reimbursement cap) for new employees hired as a result of the capital expansion.  
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Priority 3: Protecting Naval Station Newport and Quonset (a): Energy Volatility 

Current Status  

The U.S. Department of Defense (DOD) is continuously engaged in discussions about energy 

conservation, demand reduction, and improved command energy management. While the largest 

share of Department of Defense global energy consumption is for operational  energy, which is 

energy used to fight, train, and transport men and women of the armed services, another major 

energy consumption category is installation energy, which is the energy used on military bases. In 

2012, the Congressional Research Services estimated that about 25.0 percent of U.S. military 

energy consumption was installation energy. 

Naval Station Newport and Quonset Point maintain large infrastructure presences and are large 

energy consumers. For example, in 2012, Naval Station Newport used about 103,500 MWH of 

electricity, costing the facility $9.8 million. The DOD’s reliance on utility consumption makes it 

vulnerable to both long-term price increases (particularly relating to fuel) and short-term price 

volatility.  

Moving Forward 

Leadership at Rhode Island’s defense facilities should work with local public and private sector 

stakeholders to advance the DOD’s agenda in moving towards a more efficient, stabilized energy 

portfolio. Options for collaboration between stakeholders include locking in long-term power 

purchasing agreements and exploring the environment needed to pursue smart grid technology in 

Rhode Island.  

Priority 3: Protecting Naval Station Newport and Quonset (b): Military Installation Fund 

Current Status  

In 2005, the Rhode Island General Assembly enacted a National Security Infrastructure Support 

Fund, to be administered by the Rhode Island Economic Development Corporation (RIEDC). The 

intent of the fund was to provide grants and loans to improve infrastructure associated with 

national security; to secure real estate and tangible property that can be used for expansion (or to 

protect against encroachment); and to provide grants to increase the mission-related capabilities 

of the national security infrastructures located in the state. However, while this program was 

authorized, it was never implemented.  

Moving Forward 

The RIEDC, the Governor’s Office, and the General Assembly should work together to consider ways 

in which this fund could be implemented.  
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Priority 4: Workforce Development 

Current Status 

SENEDIA has been an Industry Partner of the Governor’s Workforce Board (GWB) for over two 

years. As part of this relationship, SENEDIA and the GWB have authorized a skill gap study, enlisted 

interns in a cybersecurity intern program, organized events around defense, designed a technical 

writing and communications course, and hosted jobs and information sessions with students and 

teachers. However, despite this mode of collaboration, as evidenced by the skill gap study, there 

remains a need to improve Rhode Island’s educational capacity in science, technology, engineering, 

and math (STEM) areas.  

 

Moving Forward 

Stakeholders must be organized to support STEM education. Potential ideas include facilitating 

forums of industry and academia to analyze STEM opportunities in K-16. Thought sessions like this 

may provide insight into the types of varied action items that need to be taken to improve STEM 

education in Rhode Island. Varied reforms action may include: 

 Monitor the implementation of the Next Generation Science Standards and measure their 

impact on student performance; 

 Research programs that have been successful at recruiting, preparing, and supporting STEM 

teachers; 

 Support STEM-focused high schools and district partners; 

 Coordinate and analyze undergraduate STEM education so that it meets workplace 

expectations; and 

 Provide increased opportunities for collaboration between industry and the future STEM 

workforce. 

 

Summary 

Rhode Island’s defense industry has historically offered tremendous positive social and economic 

benefit to the citizens of Rhode Island. Stakeholders involved in the industry have made progress 

collaborating on critical policy areas such as taxes, regulations, infrastructure development, and 

workforce development. The progress made through this cooperation suggests that there is even 

more potential to develop a policy framework that accommodates and encourages the industry’s 

growth. While not all encompassing, the suggestions and strategies outlined here provide some 

options for moving forward. Stakeholders should continue to work together to evaluate the best 

ways to optimize this robust industry through public policy.  
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Cybersecurity Opportunities 

Overview 

In a February 2013 executive order, U.S. President Barack Obama stated that “the cyber threat to 

critical infrastructure continues to grow and represents one of the most serious national security 

challenges we must confront.” As the federal government works to address national security cyber 

threats through the development and implementation of national policies, states are left with the 

flexibility to determine the ways in which their various constituencies are interested in responding 

to this threat.  Rhode Island’s public, private, and non-profit stakeholders have proactively 

addressed this threat in numerous capacities over the past few years. 

As the Southeastern New England defense industry’s non-partisan, non-profit trade association, 

the Southeastern New England Defense Industry Alliance (SENEDIA) is in a unique position to 

observe the implications of national and state policies surrounding unyielding cybersecurity 

threats. Over the past several months, SENEDIA has researched Rhode Island’s existing cyber 

response capabilities in the context of national trends and models. The following analysis outlines 

Rhode Island’s current cyber-related strengths, and provides insight into the ways in which cyber 

threats are being addressed nationally. It concludes by recommending a new, more collaborative 

opportunity for Rhode Island moving forward. 

Rhode Island’s Current Cyber-Related Assets 

Currently, Rhode Island has several cybersecurity-related assets that continue to prepare it to 

address cybersecurity threats. The state’s congressional delegation is particularly well-positioned 

in Congress to lead Rhode Island and the United States more broadly, to a more secure cyber 

future. Simultaneously, Rhode Island’s institutions of higher education continue to offer specific, 

interdisciplinary cyber-related educational programs that will better prepare the state’s workforce 

to meet these new technological demands. Moreover, the state’s public and private sector defense 

entities have developed the capacity to protect organizations from cyber threats.  

Congressional Delegation 

The members of Rhode Island’s congressional delegation tirelessly work to maintain and 

strengthen Rhode Island’s defense industry and the corresponding development of cybersecurity 

policy. Rhode Island Congressman Jim Langevin, representing Rhode Island’s 2nd Congressional 

District, has received national attention for his cybersecurity leadership. Congressman Langevin is 

a member of the House Armed Services Committee, as well as the Intelligence Committee. 

Alongside Congressman Michael McCaul (R-TX), Congressman Langevin founded the first-ever 

Congressional Cybersecurity Caucus. Congressman Langevin also Co-Chaired the Center for 
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Strategic and International Studies’ Commission on Cybersecurity for the 44th Presidency, which 

made recommendations to President Obama on cybersecurity policy. Moreover, Congressman 

Langevin sponsored the first piece of comprehensive cybersecurity legislation to pass either 

chamber of Congress. Most recently, in August 2013, Congressman Langevin introduced the 

Executive Cyberspace Coordination Act, which, among other suggestions, recommends the 

creation of a National Office for Cyberspace to coordinate and oversee the security of information 

systems across the federal government.  

As a member of the Senate Appropriations; Armed Services; and Banking, Housing and Urban 

Affairs Committees, Senior Senator Jack Reed has made a significant impact on strengthening our 

nation’s cybersecurity profile.  He has contributed to appropriations bills in committee that provide 

funding to strengthen Department of Justice oversight and develop the National Institute of 

Standards and Technology’s cyber-related partnerships. Through his work on the Senate Banking 

Housing and Urban Affairs Committee, Senator Reed was an active participant in hearings about 

cybersecurity and data protection in the U.S. financial sector.  

Similarly, Rhode Island’s junior U.S. Senator, Sheldon Whitehouse, consistently makes 

cybersecurity a priority. Senator Whitehouse previously chaired the bi-partisan Cyber Task Force 

of the U.S. Senate Select Committee on Intelligence, and has spoken on the Senate floor multiple 

times about the dangers of cyber threats, calling for increased public attention, establishing 

common “rules of the road,” and empowering the private sector to adopt more proactive, 

preventive measures to combat cyber threats. Upon the announcement of President Obama’s 

cybersecurity proposals, he called for a hearing of the Senate Judiciary Committee’s Subcommittee 

on Crime and Terrorism to evaluate the President’s cyber plan. Senator Whitehouse has repeatedly 

called for comprehensive cybersecurity legislation, and offered amendments to the Cybersecurity 

Act of 2012 that would have helped ensure that law enforcement agencies have the needed tools 

and authorities to take preventative action.  

Congressman David Cicilline, representing the 1st Congressional District of Rhode Island, also 

recognizes the serious threat of cyber-attacks. Congressman Cicilline voted for the Bipartisan 

Cybersecurity Enhancement Act, which suggested advancing cyber-related research and 

development, workforce training, and collaborative partnerships. Congressman Cicilline currently 

serves on the House Budget Committee, as well as the House Foreign Affairs Committee. He 

previously served on the House Committee on Small Business, in which he contributed to 

discussions about protecting small businesses from cyber-attacks.  

Rhode Island’s members of Congress have demonstrated their commitment to protecting Rhode 

Island and the nation more broadly from the threats of cyber-attacks. The varied and prominent 

leadership positions in cyber-related fields—such as Senator Reed’s ranking position in the Senate 

Armed Services Committee, or Congressman Langevin’s Co-Chairmanship of the  Congressional 



 Securing the Future                                 The Southeastern New England Defense Industry Alliance 

 

23 

 

Cyber Security Caucus—suggest that there is even greater potential to collaborate and provide 

leadership on this subject.   

Educational Institutions 

Rhode Island’s public and private institutions of higher education have also recognized the 

importance of cybersecurity and have developed interdisciplinary programs and centers to 

educate, train, conduct research, and provide cybersecurity related services. These centers provide 

valuable academic and technical insight into the forefront of cyber challenges and needs in the 

public, private, and non-profit sectors. Across the U.S., there is a “strong imbalance between the 

evident need to educate future leaders about the complexities of cyberspace and the marginal role 

that cybersecurity education still plays in most graduate programs,”1 suggesting that the presence 

of these varied programs in Rhode Island are impressive and should be expanded upon. 

The University of Rhode Island 

In 2004, the University of Rhode Island (URI) received a grant from the U.S. National Science 

Foundation, allowing it to develop a Digital Forensics and Cybersecurity Center (DFCSC). The DFCSC 

is a multi-disciplinary center providing courses, degree programs, research, services, and consulting 

in topics such as digital forensics, information assurance, and cybersecurity. Faculty members for 

the center are from URI’s Computer Science, Computer and Electrical Engineering, and other 

departments. The center’s digital forensics and cybersecurity programs offer a minor, professional 

certificate, graduate certificate, master’s degree concentration, and  PhD concentration. The 

National Security Agency and the U.S. Department of Homeland Security have designated URI as a 

National Center of Academic Excellence in Information Assurance Education and Research.  

The DFCSC provides digital forensics services to law enforcement, lawyers, companies, and other 

organizations. Services include the acquisition and analysis of digital media for civil and 

administrative cases, data recovery, expert testimony, and consulting. The research center at 

DFCSC is tasked with the objective of formulating new concepts to help digital forensics and 

cybersecurity professionals protect national security. Research at DFCSC has been commercialized 

for integration into existing tools or stand-alone products. The center has also developed an Open 

Cyber Challenge Platform, which provides community “plug-and-play modules” so that high 

schools and universities can teach methods for responding to different types of cyber-related 

incidents.  

Moreover, URI annually hosts a public Cybersecurity Symposium, which engages stakeholders 

around topics such as “Cyber Challenges for Workforce Development,” and “Business and Industry 

                                                 
1 Spidalieri, Francesca. “One Leader at a Time: The Failure to Educate Future Leaders for an Age of Persistent Cyber 

Threat.” The Pell Center for International Relations and Public Policy. March 26, 2013.  
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Perspective on Cybersecurity Workforce and Economic Development.” URI partners with firms 

such as Cox Communications, Raytheon, Fidelity Investments, and National Grid to foster this 

dialogue. 

Salve Regina University 

Salve Regina University is engaged in cybersecurity discussions through its graduate degree 

programs and through its work at the Pell Center for International Relations and Public Policy. Salve 

Regina offers a graduate program in the Administration of Justice with a Concentration in 

Cybersecurity and Intelligence. This concentration combines theory, policy and advanced 

technology to provide students with a better understanding of counterterrorism training in 

information technology, terrorist groups, domestic terrorism, high-tech crimes, intelligence 

gathering and financial investigative techniques. Salve Regina also offers a Certificate in Graduate 

Studies (CGS) in cybersecurity and intelligence. Courses for both programs include Cyber Threat 

Analysis; Cyber Threat Management; Cyber Terrorism; and High Tech Crimes.  

Furthermore, Salve Regina’s Pell Center for International Relations has developed a “Leadership in 

a Cyber Age” initiative intended to assist institutional leaders operating amidst cyber threats. 

Research in this initiative is aimed at identifying and investigating cyber-related leadership 

development opportunities nationally. This initiative produces working papers focused on 

educational institutions, and plans seminars focused on providing cybersecurity awareness and 

training to senior corporate leaders and executives.  

Roger Williams University 

Roger Williams University (RWU) also provides graduate curriculum in cybersecurity through its 

Master of Science in Cybersecurity. This program is focused on career professionals who would like 

to develop or improve skillsets related to technology. Courses include, but are not limited to: 

Malware Analysis; Cyber Intelligence and Cybersecurity; Law for Forensic Professionals; and Digital 

Forensics.  

Roger Williams University has also engaged the community around cyber-related threats and 

realities, as the RWU School of Law and School of Justice Studies previously provided an interactive 

four-day cybersecurity institute with nationally known experts and practitioners in cyber law, 

policy, and regulation. Modules focused on domestic cyber law, policy, and regulation, as well as 

international law and national security.  

 

Additional Private Academic Programs 

In addition to these graduate programs in cybersecurity, Rhode Island’s other institutions of higher 

education provide academic and extracurricular cyber-related opportunities. For example, the New 

England Institute of Technology’s Information Technology Department offers a Cybersecurity 

Technology concentration to its Bachelor of Science in Information Technology. This concentration 
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is intended to prepare students for network security careers. Curriculum includes instruction on 

best practices for the design and security of modern networks, including lessons about evolving 

threats and the proper use of specific security tools.  

 

Moreover, though Brown University does not offer a specific degree program in cybersecurity, its 

various academic departments and centers, combined with its open curriculum policies, provide 

the option for students to gain an interdisciplinary understanding of cyber-related challenges. For 

example, Brown’s Watson Institute for International Studies has hosted multiple conferences 

attended by world-renowned experts on securing cyber assets in the face of cyber-crime, 

espionage, and war. Furthermore, one of the Watson Institute’s current visiting fellows is Timothy 

H. Edgar, who served as the nation’s first Director of Privacy and Civil Liberties for the White House 

National Security Staff.  

U.S. Military Cyber Initiatives 

The U.S. Naval War College and the Rhode Island National Guard have developed varied cyber-

related, capabilities in Rhode Island. The War College has developed a Center for Cyber Conflict 

Studies (C3S), which conceptualizes, promotes, and supports research and instruction of cyber 

warfare, cyber space operations, and cyber conflict. Also, the War College’s International Law 

Department provides valuable research on the legal environment of cyber warfare. Moreover, the 

War College has also hosted workshops on cybersecurity and cyber war, which explored current 

national capacities, the protection of cyber space, the law of cyber space, and strategies moving 

forward.  

The Rhode Island Air National Guard has also taken measures to help strengthen the state’s 

response to cyber threats. In 2011 the National Guard announced a new facility at the Quonset Air 

National Guard Base, which will provide work space for the 102d Network Warfare Squadron (a 

unit specifically focused on cyber defense). The 102d Squadron provides Computer Network 

Defense (CND) services, which incorporate actions taken to protect, monitor, analyze, detect, and 

respond to unauthorized activity within Department of Defense information systems and computer 

networks.  

Existing Private Sector Capacity 

Rhode Island’s Defense companies are actively involved in cybersecurity.  For example, Raytheon 

is collaborating with the Department of Homeland Security (DHS) to operate as a commercial 

service provider under the recently expanded Enhanced Cyber Security Services (ECS) program 

outlined in President Obama's Executive Order on Improving Critical Infrastructure Cybersecurity. 

The ECS is a voluntary information sharing program that assists critical infrastructure owners and 

operators as they improve the protection of their systems from unauthorized access, exploitation 

or data exfiltration.  
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Stakeholder Approaches  

Various National and international research studies on cybersecurity have produced at least one 

similar conclusion: coordination and cooperation between relevant public and private stakeholders 

in addressing cyber-related concerns is essential. This finding has been echoed by the research of 

the European Network and Information Security Agency; the U.S. Department of Defense’s 

Strategy for Operating in Cyberspace; President Obama’s Cyberspace Policy Review; and the Center 

for Strategic and International Studies.  

Collaborative Action in Rhode Island 

While Rhode Island has already made some progress integrating its public and private sector 

cybersecurity-related assets, opportunity to expand public-private partnerships remains.   

Rhode Island Cyber Disruption Team  

In July 2011, Congressman Jim Langevin announced the Rhode Island Cyber Disruption Team 

(RICDT), which includes representatives of the State Police, higher education, hospitals, finance, 

utilities, and defense organizations. This team provides analysis and support prior to and during 

catastrophic events affecting the cybersecurity infrastructure. It identifies vulnerabilities and 

suggest solutions. Its mission is to both prevent and respond to cybersecurity events affecting 

critical infrastructure. 

Rhode Island Cybersecurity Plan 

In October 2012, the Rhode Island Emergency Management Agency announced the release of 

Rhode Island’s first statewide cybersecurity strategic plan. This plan outlines policies and 

procedures regarding responses to cyber disruptions, including, but not limited to, making 

government operations more sustainable, educating the public and business community, 

strengthening cyber defenses, and workforce development. It calls for cybersecurity training for 

state employees who access state systems, and for educating businesses and the public on 

protecting information. It also calls for the development of a communications plan, which could be 

enacted during incidents.  

Cybersecurity Working Group 

Under the technical leadership of Raytheon, a Cyber Security Working Group has been established 

to share cyber analysis, proactive operations, and open source research, including interaction with 

Rhode Island’s Homeland Security Information Network (HSIN). This information sharing meets a 

critical need of cyber information sharing amongst RI Defense Industry Companies.    
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SENEDIA Cybersecurity Internship Program 

The Southeastern New England Defense Industry Alliance (SENEDIA), in conjunction with Raytheon, 

announced the creation of a Cybersecurity Practicum Program, which provides experiential 

learning opportunities to undergraduate and graduate-level students from Rhode Island 

Universities. Students serve as interns in defense industry companies, and are provided training 

and experience in cyber analysis, proactive operations, and open source research. Interns also 

interact with the state’s Homeland Security Information Network (HSIN), which is designed to 

facilitate the secure integration and interoperability of information-sharing resources among 

public and private stakeholders. The pilot internship program started in June 2013 and ended in 

August 2013. As evidenced by the evaluation of the interns and companies who participated, the 

program was successful.  Through a training grant from the Rhode Island Governor’s Workforce 

Board, SENEDIA will continue the internship program with stipends for four interns for each 

semester of the 2013/2014 academic year.  There will also be the opportunity for “accademic 

credit” internships. 

Other States’ Partnerships 

Frameworks for preventing and responding to cybersecurity challenges are being developed 

nationally. For this reason, the National Governors Association (NGA) has developed a Resource 

Center for State Cybersecurity. The purpose of the Center is to assist governors with creating the 

most “robust policy environment possible to protect our infrastructure, our government, and our 

citizens from cyber threats and data breaches.”2  It is anticipated that this Center will provide 

planning groups, white papers for policymakers, a governor’s policy framework on cybersecurity, 

and technical assistance to governors’ offices. The governors who announced the creation of this 

Center—Governor Rick Snyder of Michigan and Governor Martin O’Malley of Maryland—have each 

started initiatives in their respective home states. 

Michigan 

Governor Rick Snyder announced the development of several cyber-related initiatives in October 

2011. As part of the Michigan Cyber Initiative, Governor Snyder announced the creation of a system 

of detection, command and control, and response for cyber related threats.  The Cyber Initiative, 

focused on prevention, early detection, rapid response, control, management, and restoration, is 

a collaborative partnership of citizens, business and industry that helps to refine the state’s cyber 

threat response. When a cyber-threat is actualized, or an “event” happens, it is the job of the 

Michigan Intelligence Operations Center (MIOC) to identify the situation. MIOC then notifies the 

Cyber Command Center (MCCC), operated by the Michigan State Policy, which orchestrates 

                                                 
2 Governor Martin O’Malley, October 2, 2012. 
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response efforts focused on minimizing damage, protecting citizenry, and restoring systems. This 

activates the response of the Cyber Defense Response Team (MCDRT), which provides support to 

state government and key stakeholders.  

The Michigan Cyber Initiative is also focused on cyber-related research, education, public 

awareness, and talent development. This initiative has resulted in a cybersecurity “culture” that 

focuses on “cooperative instincts, managerial savvy, a willingness to explore innovative 

partnerships, and ongoing political focus and attention.”3  

Maryland 

In conjunction with U.S. Senator Barbara Mikulski and National Security Agency Director General 

Keith B. Alexander, Maryland Governor Martin O’Malley announced the establishment of the 

National Cybersecurity Center of Excellence (NCCoE) in Rockville, Maryland. This new center will 

work with industry, academia, and government to find solutions to businesses’ cybersecurity 

needs. Announced in 2012, it is a public-private partnership between the U.S. Department of 

Commerce’s National Institute of Standards and Technology, the state of Maryland, Montgomery 

County, and several partner companies. 

Partner companies have pledged to donate technological resources (such as hardware and 

software), and to share best practices. The center’s goals are to: provide practical cybersecurity 

solutions; increase the rate of commercial adoption of cyber technologies; and empower 

innovators to creatively address businesses’ most pressing challenges. Organizations partner with 

the NCCoE by participating as a vendor (contributing expertise, hardware, or software to the 

solution of specific problems); as users of NCCoE’s solutions (by providing information and 

feedback for improvement); and as integrators (helping customers implement example solutions 

in real environments).  

Moving Forward 

One critical area that is in need of specific attention is the vulnerability of the nation’s public and 
private maritime sector. The private maritime sector provides for the movement of people and 
vital goods, including energy (transportation of oil and gas) and food.  The Defense maritime 
sector is focused on maritime domain awareness, ensuring homeland security by identifying and 
neutralizing threats. Nationally, U.S. port operations are in need of more focused efforts to 
combat cyber threats.4 A recent Brookings Institute report states: 

Today, U.S. port facilities rely as much upon networked computer and 
control systems as they do upon stevedores to ensure the flow of maritime 

                                                 
3 Michigan Cyber Initiative PDF (p. 14). 
4 Kramek, Joseph. “The Critical Infrastructure Gap: U.S. Port Facilities and Cyber Vulnerabilities.” The Brookings 

Institute. July 2013; and “Analysis of Cybersecurity Aspects in the Maritime Sector.” European Network and 

Information Security Agency. November 2011.  
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commerce that the economy, homeland, and national security depend 
upon.  Yet, unlike other sectors of critical infrastructure, little attention has 
been paid to the networked systems that undergird port operations.  No 
cybersecurity standards have been promulgated for U.S. ports, nor has the 
U.S. Coast Guard, the lead federal agency for maritime security, been 
granted cybersecurity authorities. The potential consequences of even a 
minimal disruption of the flow of goods in U.S. ports would be high.5 

This insufficient awareness and focus on maritime cybersecurity has resulted in inadequate 

preparedness that should be better coordinated and focused.  Rhode Island’s existing defense 

industry workforce has the necessary technical skills to add value in this effort. 

The Maritime Cybersecurity Center of Excellence 

SENEDIA suggests the creation of a Maritime Cybersecurity Center of Excellence in Rhode Island as 

a public-private partnership. Similar to the NCCoE in Maryland, Rhode Island’s Center would work 

with industry, academia, and government to find innovative and cost-effective solutions for the 

maritime cybersecurity needs of business and government. Moreover, this center would provide 

the opportunity to:  

 increase awareness of Rhode Island’s cybersecurity assets;  

 increase awareness of global cybersecurity needs and challenges;  

 define a common maritime cybersecurity strategy and best practices;  

 provide a more collaborative forum for information exchange between public, private, and 

non-profit sector stakeholders; and  

 focus attention on harmonizing legal and regulatory policies surrounding maritime 

cybersecurity at local, state, national, and international levels.  

With its strong defense sector, critical port infrastructure, ideal coastal location, and nationally 

recognized cybersecurity educational programs, Rhode Island is uniquely positioned to provide a 

comprehensive, innovative approach to maritime cybersecurity research. Rhode Island already 

maintains robust defense, technology, and engineering sectors focused on maritime solutions, and 

the state’s institutions of higher education already offer valuable programs in cybersecurity and 

maritime-related fields. Moreover, Rhode Island’s location on the Atlantic coast, and its pre-

existing reliance on commercial and industrial marine facilities6, suggests that the state’s physical 

location and industry mix is ideal for leading the nation’s cybersecurity maritime initiatives.  

Moving forward, SENEDIA will lead the effort to build consensus for The Maritime Cybersecurity 

Center of Excellence proposal and work with the appropriate stakeholders to develop a strategic 

                                                 
5 Kramek, Joseph. “The Critical Infrastructure Gap: U.S. Port Facilities and Cyber Vulnerabilities.” The Brookings 

Institute. July 2013 
6 “Rhode Island Ports & Commercial Harbors.” Rhode Island Statewide Planning. August 2010.  
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economic plan for the creation of the Maritime Cybersecurity Center of Excellence in Rhode Island.  

This will include providing this input into the RhodeMap RI state planning process. 

Summary 

Rhode Island has a unique competitive advantage for developing and hosting the Maritime 

Cybersecurity Center of Excellence. This includes: strong defense, technology and ocean 

engineering sectors that provide experience and the associated skilled workforce to meet the 

maritime cybersecurity challenge; academic institutions that are nationally recognized for their 

cybersecurity focused programs; a reputation for excellence for identifying innovative approaches 

to cybersecurity research and education; and a conducive maritime location. SENEDIA will lead the 

effort to build consensus on the Maritime Cybersecurity Center of Excellence proposal by 

identifying the strategic partners in public, private, and non-profit sectors and working with them 

define specific short- and long-term initiatives to vet and ultimately implement the center of 

excellence. 
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Recommendations 

1.   An examination of Rhode Island’s existing public and private sector defense attributes and 

infrastructure assets suggests that the defense industry is fundamental to Rhode Island’s 

economic development.  With public and infrastructure assets such as the Naval Undersea 

Warfare Center, the Naval War College, a vibrant National Guard, miles of coastline, and 

two critical ports, Rhode Island has the physical and workforce capacity to continue to grow 

its defense economy. Moreover, the state’s impressive list of large- and small-defense 

manufacturing and technology firms are important consumers and capital providers that 

keep the defense economy thriving.  While some research has been conducted on various 

aspects of Rhode Island’s defense economy—such as the economic impact of federal 

contracts, or the existing skill gaps—the importance and complexity of the industry 

requires further analysis regarding how the industry can best position itself moving 

forward.  

 

2. Rhode Island’s defense industry has historically offered tremendous positive social and 

economic benefit to the citizens of Rhode Island. Stakeholders involved in the industry have 

made progress collaborating on critical policy areas such as taxes, regulations, 

infrastructure development, and workforce development. The progress made through this 

cooperation suggests that there is even more potential to develop a policy framework that 

accommodates and encourages the industry’s growth. Stakeholders, including the Rhode 

Island Defense Economy Planning Commission, should continue to work together to 

evaluate the best ways to optimize the Defense industry through public policy.  

 

 

3. Rhode Island has a unique competitive advantage for developing and hosting the 

Maritime Cybersecurity Center of Excellence. This includes: strong defense, technology 

and ocean engineering sectors that provide experience and the associated skilled 

workforce to meet the maritime cybersecurity challenge; academic institutions that are 

nationally recognized for their cybersecurity focused programs; a reputation for 

excellence for identifying innovative approaches to cybersecurity research and education; 

and a conducive maritime location. SENEDIA will lead the effort to build consensus on 

the Maritime Cybersecurity Center of Excellence proposal by identifying the strategic 

partners in public, private, and non-profit sectors and working with them define specific 

short- and long-term initiatives to vet and ultimately implement the center of 

excellence. 
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4.  The future of Rhode Island’s economy depends upon strong partnerships between industry 

and government stakeholders. SENEDIA looks forward to continuing discussions about the 

ways in which Rhode Island’s defense and other related industries can support unique 

opportunities that will continue to grow Rhode Island’s economy and workforce.  
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In addition to the contract data used in the November 2012 The New England Defense Industry: 

Current Profile and Economic Significance, Rhode Island Summary study, federal data sets made 

publicly available by the U.S. Department of Commerce’s Bureau of Economic Analysis (BEA), the 

U.S. Department of Labor’s Bureau of Labor Statistics (BLS), and the U.S. Office of Management 

and Budget provide critical data on various industries. Indicators available on industries include: 

Gross Domestic Product (GDP) contributions, economic output, and value added. 

The data sets reflected in the following demographic charts specifically organize data on an 

industry and geographic basis. These data sets also separately specify a federal military category, 

which, in terms of spending, refers to the amount the federal military spends on employees, goods, 

and services within a local area (regardless of the origin of the activity or decision). Federal military, 

or the public-sector defense industry data from the BEA is represented in this section’s “Federal 

Military” subheading. It is important to note that this category does not capture the indirect, or 

multiplier effect of defense industry spending in Rhode Island. 

However, private defense sector demographic information, such as private industry contribution 

to GDP, employment trends, output and value added, or population information is not as clearly 

defined. For example, there is no federal BEA or BLS category called “private sector defense 

companies.” Rather, these defense companies are spread throughout various U.S. Census Bureau-

defined categories, many of which are in the manufacturing sector.  

Though there is no defense industry classification, federal data does allow one to discern the extent 

to which various industries are supported by the presence of federal military spending in a specific 

location. Rhode Island’s industries with the highest allocation of federal military spending support 

(also known as the allocation of intermediate demand for federal defense purchases) are 

represented in the “Private Industry” subheading below. 

Federal Military  

The following charts and tables 

illustrate historic, current, and forecast 

trends related to GDP, output and 

value added. Forecasts factor in 

anticipated births, net migration and 

deaths (using projection assumptions 

from the U.S. Census Bureau), and 

depend upon observed historic trends 

for Rhode Island and the nation.  

Gross Domestic Product (GDP)  
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Chart 1

National defense outlays as % of total general federal 

budget outlays,

1990-2013

National defense outlays as % of total general federal budget outlays

Source:  U.S. Office of Management and Budget

*Data has been adjusted to reflect consistency with FY2014 budget
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GDP is the market monetary value of all the finished goods and services produced within a specific 

location in a specific period of time (typically annually). It is also typically described as the total 

output of a geographic region. Chart 1 illustrates the range of federal national defense GDP as a 

percent of overall national GDP from 1990-2013, whereas Chart 2 illustrates the federal defense 

spending output occurring in Rhode Island, Connecticut, and Massachusetts as a percentage of 

each state’s overall GDP from 1990-2020. In 1990, Rhode Island’s total GDP was $28.6 billion (in 

chained 2005 dollars), of which 8.2 

percent (or $2.3 billion) was federal 

defense related. In 2012, Rhode Island’s 

overall GDP was $43.1 billion, of which 5.5 

percent (or $2.2 billion) was federal 

defense related. This decline as a 

percentage of GDP is somewhat 

consistent with national trends, as in 

1990, national GDP was $8.4 million, of 

which 5.6 percent ($470.4 billion) was 

federal defense-related. By 2012, overall US GDP rose to $13.8 billion, of which 4.9 percent ($677.9 

billion) was defense-related. 

 

Rhode Island’s federal defense contribution to GDP as a percentage of overall state GDP has 

consistently remained higher than Massachusetts’ and Connecticut’s since 1990.  

Output and Value Added 

Output is defined as the amount 

of production, including all 

intermediate goods purchased, 

and value added (meaning 

compensation and profit) for 

various industries. Chart 3 

illustrates federal military output 

as a percent of overall state 

output for Rhode Island, 

Massachusetts, and Connecticut. 

Rhode Island's federal military output has consistently remained higher—as a percent of overall 

state output—than both Massachusetts’ and Connecticut’s. In 1990 this percentage in Rhode 

Island was 4.2 percent (or $2.2 billion of a total state output of $51.4 billion).  By 2012, this 

percentage declined to 2.8 percent (or $2.0 billion out of a total state output of $72.8 billion).  
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Federal Defense Percent Contribution to State GDP, 

1990-2020
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Source: Bureau of Economic Analysis, Regional Economic Models, Inc.
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Federal Military Output as a Percent of Total State 

Output, 1990-2020

Rhode Island Massachusetts Connecticut

Source: Bureau of Economic Analysis, Regional Economic Models, Inc.
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Similarly, value added is a measure of 

the contribution of each private 

industry and government to a 

location’s Gross Domestic Product. It 

is calculated by subtracting 

intermediate inputs (such as energy, 

and raw materials), from an 

industry’s gross output.  Chart 4 

demonstrates that Rhode Island’s 

federal military value added as a 

percent of state total value added 

has been consistently higher than Massachusetts’ and Connecticut’s. In 1990, Rhode Island’s 

federal military sector provided $1.5 billion in value added to Rhode Island, or 5.3 percent of overall 

state value added ($28.6 billion). By 2012, this ratio has decreased, but has remained higher than 

neighboring states. In 2012, Rhode Island’s federal military sector provided $1.1 billion in value 

added, or 2.5 percent of overall state value added ($43.1 billion). 
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Federal Military Value Added as a Percent of State 

Total Value Added, 1990-2020

Rhode Island Massachusetts Connecticut

Source: Bureau of Economic Analysis, Regional Economic Models, Inc


